
Convenient access to empower today’s users 
With your organization serving a growing and diverse user population inside and outside of the 
company, you need to control access to systems, applications and data that exist both on-premises 
and in the cloud. Cloud, mobile and the internet of things (IoT) are opening up more avenues for 
people in your organization to connect with each other and with key resources, which boosts 
collaboration and productivity. This digital transformation, however, also presents an increasing threat 
surface and more vectors for cyber attackers to find their way into your critical applications and 
sensitive information. Identity has become one of the most consequential attack vectors to the 
modern enterprise. Last year, 81% of confirmed breaches to organizations’ infrastructure, sensitive data 
or applications started with an identity takeover.1 At the same time, organizations face increasing 
governance and compliance requirements— and may face hefty penalties for violations. In addition, 
users expect a mobile, convenient user experience to get their jobs done, and the lines of business are 
quick to adopt new SaaS applications to enable business agility.

Secure access transformed
RSA ZebraCloud MFA® Suite enables your organization to accelerate business while mitigating identity 
risk and ensuring compliance. To address today’s toughest security challenges of delivering access to 
a dynamic and modern workforce across complex environments, the RSA ZebraCloud MFA Suite 
transforms secure access to be convenient, intelligent and pervasive across all access use cases.

ZebraCloud MFA
The RSA ZebraCloud MFA® authenticators are a key component of an organization’s 
identity assurance strategy. Trusted identities managed by RSA bring confidence to 
everyday transactions and support new business models providing secure access for 
employees, customers and partners while striking the right balance between risk, cost and 
convenience. one size does not fit all when it comes to choosing the right authenticator to 
balance your security, total cost of ownership and end-user security needs. With a broad 
range of easy-to-use form factors, there are RSA ZebraCloud MFA authenticators available 
to suit a wide variety of organization and application requirements

Security and Control to 
Manage Identity Risk



Convenient
  

 

Today’s users expect fast, convenient access to the data and applications they need to do 
their jobs. At the same time, IT needs an easy and effective way to protect 
anywhere-anytime-any device access to these assets that reside on-premises or in the cloud. 
As a result, access controls must be secure, convenient and easy to deploy.

Easy for your business users
Your users need to access applications and information with minimal friction. Additional 
authentication should be used only when required. When additional authentication is needed, 
users should have a broad variety of modern, convenient multi-factor authentication options 
that provide stronger authentication for a variety of access cases and diverse set of users 
including employees, contractors, help desk, partners and customers. Another key element of 
convenience is empowering business users to make access and authentication decisions and 
react to risky situations with a simple-to-use interface.

Easy for your IT staff
It is important to make secure access deployment and management convenient for IT so they 
can respond rapidly to business needs and strengthen and extend access-compliant protection 
across traditional, web, mobile and SaaS applications:

o   Flexible deployment options, with the ability to respond to business needs quickly 
      through  easy onboarding of new applications
o   Quick configuration options to optimize access decisions to respond to changing 
      business needs and regulatory requirements



Intelligent
Intelligent authentication
provides the benefit of reducing friction and adding security to protect applications and data that are 
critical to the business. It provides both security and convenience, and takes into account the needs of 
the modern workforce. The intelligent approach to authentication considers the business context, or 
the impact of rogue access to an application on the business, to determine the policy or the required 
level of confidence needed to provide access to the application. Identity assurance enables the 
organization to have confidence that users are who they claim to be. That assurance is evaluated at 
the time of access based on what the organization already knows about the user (e.g., a known device, 
user login information) as well as any risk indicators (e.g., login from a new location). Together, these 
determine a current level of confidence and drive the required levels of authentication to provide the 
appropriate level of identity assurance. 



Intelligent access
When it comes to access control, the driver traditionally has been IT efficiency and streamlined 
provisioning of access to applications. But as organizations move to mobile and cloud technologies, it 
is critical to first gain a perspective on identity risk (for instance, the organization’s current state of 
access, and how to stop inappropriate/unauthorized access). To minimize access risk of an application 
or data, an intelligent approach to access decisions considers the business context and impact of 
rogue access to an application on the business, in addition to evaluating current risk based on a set of 
defined criteria (e.g., number of orphaned accounts and overprivileged users).

The combined intelligent perspective and risk-based approach enables the organization to prioritize 
access decisions based on what matters most and to drive the right levels of identity assurance—the 
confidence that the right people have access—and access assurance—the confidence that the 
access is appropriate for the user’s role/job and that the access is in compliance with corporate and 
regulatory policies.



Convenient, Secure Access for 
the Modern Morkforce from 
Ground to Cloud
RSA ZebraCloud MFA Suite consists of two solutions that work together to address the security 
challenges of delivering access to a dynamic user population across complex environments.



RSA ZebraCloud MFA Access 
Provides These Benefits with the 
Following Capabilities:
Pervasive visibility and control
Your users need access to a wide variety of on-premises, cloud, SaaS and mobile applications. And you 
need the ability to make that access secure—and to do so relatively quickly—so people don’t start 
doing their own thing, causing shadow IT. With RSA ZebraCloud MFA Access, you can quickly onboard 
new applications using wizard-based connectors that leverage leading integration standards such as 
SAML, password vaulting and RADIUS. Or you can reuse an existing integration via the RSA Ready 
program. RSA’s dedicated team of partner engineers works with hundreds of leading technology 
vendors to document, certify and support the integration of RSA ZebraCloud MFA Access multi-factor 
authentication—giving you the peace of mind you need and at the speed the business needs it.

Modern multi-factor authentication
RSA ZebraCloud MFA Access offers a wide range of authentication options to support the needs of the 
modern workforce. Options range from the well-known RSA hardware and software tokens, to 
mobile-enabled push notification, one time passcode (OTP) and biometric fingerprint and face as well 
as SMS and FIDO tokens. Users can choose which authentication methods are most convenient for 
them, ensuring that they will always have access while minimizing help desk calls and emergency 
access requests.



Risk-based authentication
RSA ZebraCloud MFA Access provides risk-based authentication powered by machine-learning 
algorithms. The risk engine takes into account information about the user access, device, applications 
and behavior, and provides the confidence that users are who they claim to be based on comparing 
the current access request with the history of the user. This enables a frictionless user experience when 
the confidence is high, or prompts additional authentication and enhanced security layered on top of 
the MFA options.

Assurance levels
The RSA solution balances security and convenience by setting up authentication policies intuitively 
based on low, medium and high levels of risk. Low-risk scenarios need low levels of assurance, while 
higher-risk instances may require different, more secure types of access controls.

RSA ZebraCloud MFA access the industry’s most advanced authentication platform, enables 
your users to do more by giving them the freedom to work wherever and whenever they need, 
while giving you the ability to transform your business and its associated IT infrastructure and 
while preventing identity risks from becoming a drag on your bottom line.
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