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Lets do 1OT

Introduction

A review of the OT/loT market indicates that new trends are emerging in a once-closed off
and limited world. The OT and IT spheres are gradually growing closer with the goal of
using automation to create a wider architecture that would increase the organizations’
profitability, while simultaneously introducing potential security risks to organizations.

First, a brief explanation of the main components in industrial networks:

O

OT (Operation Technology) — use of hardware and software to monitor and control processes.
OT systems exist in a wide range of sectors with the purpose of performing multiple tasks, from
monitoring critical infrastructure to controlling robots in production lines. OT is used in many
industries including production, oil and gas, electric generation and distribution, flight, railways
and infrastructures.

lloT (Industrial Internet of Things) — used to connect sensors and edge devices with computers’
industrial applications. This connection allows to collect, exchange and analyze data, which
may ease processes as well as provide other financial advantages.

ICS (Industrial Control System) — Systems designated to communicate with edge components.
ICS is a general term that refers to several kinds of monitoring and control systems. These
systems are designated for creating automation in production line processes and managing
control a single component, such as a sensor.

SCADA (Supervisory Control and Data Acquisition) — a communication-based system that
allows monitoring and controlling processes, such as production, distillation and generation of
energy, by sending designated commands to field controllers. Scada systems use
computerized processes for monitoring and controlling accessories.

HMI (Human-Machine Interface) — an interface that presents information on the process in a
factory, allowing the operator to monitor and control processes.

PLC (Progrqmmable Logic Controllers) — logic controllers programmed to receive an input, use
logic, and transmit commands to the machine based on the same logic.

Historian — a system that stores the data of field accessories over time and presents trends in
the changes measured parameters undergo during the process.

Sensors — sensors measuring physical conditions and transmitting them to the control systems.
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Trends Review 1N the O Market

SWe will begin with a review of the trends and the challenges they pose,
and continue with proposed solutions to these challenges.

o IT/OT Convergence - In the past, OT networks were considered a closed environment that does
not interface with IT systems. Nowadays, many organizations strive to connect between these
two worlds, based on the understanding that by analyzing the volumes of information contained
in the OT environment using IT systems in real time, the organization’s profitability can increase.
While it is known that industrial hardware, such as PLC and I/O modules, are currently the largest
industrial segment, the transfer of data processing to industrial data centers and cloud, will
increase the industrial segments of computerized software and services.

o Over the past two years, 79% of organizations using SCADA/ICS networks have been hacked.
Production line and operational systems have been in use for years. Often, these networks do not
have any control or defense mechanisms or an ability to launch a counter cyber-attack.

In recent years, it has become more feasible to execute attacks on these systems. The trend of
an increase in the volume of cyberattacks, is a result, inter alia, of the lack of ability to identify
weaknesses, loopholes as well as the lack of ability to obtain and use hacking tools. The use of
existing tools and abilities, such as the SHODAN website, allows to map out the environments that
are linked to the internet.

By using event analysis, it is indicated that threats on these environments are not substantially
different from threats on IT environments, since in both instances, threats can be classified into
the ones aiming to cause harm to CIA, such as a DDOS attack that would interfere with business
continuity, listening in on the press, disruption or change to a competent in a system, etc. At
times, an attack on a distribution network begins with a preliminary attack on IT networks. In these
cases, the risk to industrial networks is greater since the unbalancing of the process along with a
serious damages to equipment can lead to a significant setback in providing vital services, and
even to harming human lives.

o We cannot defend what we cannot see — most organizations are unable to identify all of the end
devices connected to their network. One of the main challenges in OT security is the multiplicity
of IIOT devices granting additional access points to hackers to attack the OT systems. As a result,
the demand for consecutive visibility of each device in the environment is critical and vital.
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o Who is the responsible adult? The clash between the IT and OT teams is not new, and it derives
from the fact that the two teams operate towards different tasks and cannot agree on the most
productive manner for exploiting loT. It is important to remember the loT devices were not
constructed for network security but rather for entering data quickly and efficiently. Such devices,
by nature, are not designed to address security issues. Therefore, organizations should not
assume that these devices meet standard security protocols. Traditionally, OT teams have
attempted to find ways to separate their environment while maintaining the functionality of IT
system, either by physical separation or using VLAN, which incurred significant and complex
operational costs.

o Industrial network protocols — these protocols are real-time communication protocols, developed
to interconnect between systems, interfaces and devices comprising of an industrial control
system. Most of them were initially developed for serial communication based on serial
connections, and over time they were adapted to working on Ethernet networks while using TCP/IP
communication protocols. The weaknesses of industrial networks are mostly known and are a
result of lack of awareness and knowledge, system configuration weakness, software weakness,
lack of defensive abilities from intruders, encryption issues, etc.

The Characteristics of Passive
Nfrastructure N the OT Environment

OT devices and networks can be deployed anywhere — inside a distribution floor, throughout a
chemical processing factory or out in the North Pole monitoring oil and gas pipelines. These OT
systems frequently carry out simple yet vital tasks, such as monitoring a valve and switching it off
when a certain value is activated. As a result, these devices can perform their task with little change
over periods of years, often using outdated operating system and hardware. The OT networks operate
on a separate and isolated infrastructure and until recently, were isolated even from the internet. One
of the reasons for this is the fact that these systems are in charge of monitoring and managing the
gentlest processes relating to critical infrastructure. The other reason is that these systems are
delicate and even the most common action of system review can cause the devices to fail. Each such
failure can have severe if not catastrophic results. As a result of the new demands to connect these
operational systems to external systems and to the internet, many OT systems run through the
organizational networks and increase their connectivity by using wireless technologies.
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In order to meet the demands of the OT network, an integrated access,
comprised of the following elements, is required:

o0 Segmentation and encrypted communication — the FW perimeter is not sufficient to protect the
OT environment. All systems and devices must be segmented. Active monitoring of traffic and
isolation of devices “impacted” by a security event. Additionally, applications and data must be
encrypted.

o0 ACL — access to OT devices should be managed, isolated and monitored.

o0 Secure wireless access — in addition to the use of WIFI, IIOT devices communicate using a wide
range of technologies and communications, such as RFID and Bluetooth. Therefore, resources
must be allocated to monitoring and re-enforcing these channels.

o Vulnerability management and patch — OT networks often refrain from patch updates to
equipment for fear of harming the equipment and system failure. However, this approach cannot
stand in the light of changes in the connectivity of these systems to the IT network and to the
internet. As a result of the connectivity, these systems are now more exposed to known
vulnerabilities and to hackers who can easily exploit known security gaps. Therefore, it is critical to
monitor the devices.

o Monitoring and behavioral analysis — more advanced threats require more from the security
systems, especially those defending critical infrastructure. Luckily, due to the static and
predetermined nature of OT systems, their behaviors can often be easily defined, such that
abnormal behavior can be identified and handled quickly.

o Hardware equipment — traditional OT devices are often required to operate in industrial
environments, exposed to weather, extreme temperatures and etc, for this reason organizations
must work with infrastructures that were tested and trained to endure extreme environments.
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