zebra

Whny Are Ransomware
Attacxks Against OT
ng-

ncreads

When it comes to cybersecurity, there has been one word on everyone’s lips of late:
ransomware. Ransomware attacks are surging. But it's not just large companies getting hit,
and it’'s not just information technology (IT) that's under attack. Operational technology
(OT) systems can also be compromised — in fact, there is malware that has been
specifically designed to impact OT systems — and that can have huge ramifications on
critical national infrastructure.

Operation technology (OT) is used in many critical infrastructures and industrial settings today and is
the operational brain behind much of what we enjoy in the modern world. Attack groups know this, and
when they target OT, it can have a more wide-reaching impact than the typical retailer or financial
institution data breach.

Cyber threats don't just target Enterprise IT but OT as well. While Enterprise IT threats make up the lion’s
share of overall threats, statistically speaking, attacks on OT can have a greater impact on society.
Much of the modern world, such as critical infrastructure, chemical plants, industrial machinery and
even passenger automobiles, rely on OT to function. Threats that target OT can cause chemical spills,
crashes of passenger vehicles, industrial machinery malfunctions and utility/power outages. Many
aspects of the modern world rely on OT, and disrupting it can have wide-reaching chaotic effects on
society in general.

In recent years, ransomware attacks targeting critical infrastructure have demonstrated the rising
threat of ransomware to operational technology (OT) assets and control systems. OT components are
often connected to information technology (IT) networks, providing a path for cyber actors to pivot
from IT to OT networks. Given the importance of critical infrastructure, accessible OT assets are an
attractive target for malicious cyber actors seeking to disrupt critical infrastructure for profit or to
further other objectives. As demonstrated by recent cyber incidents, intrusions affecting IT networks
can also affect critical operational processes even if the intrusion does not directly impact an OT
network.

Here’s a closer look at ransomware attacks on OT, what drives them, and how companies can prevent
them going forward.
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A Growing Attack surface

Traditionally, OT hasn't been a major cybersecurity concern because these machines operated
independently of other systems or featured no digital entry points. As the Industrial Internet of Things
(IloT) has grown, however, this is no longer the case. Everything from manufacturing robotics to
logistics networks to power grids now features 0T connectivity, increasing potential attack surfaces.

loT connectivity now rivals non-1oT device connections in terms of the number of connected devices.
Every single one of these endpoints also represents a potential access point for malicious hackers.
Wireless connectivity gives cybercriminals access to infrastructure like utility lines and building
management systems where none previously existed.

As organizations’ attack surfaces grow, it becomes increasingly challenging to secure all endpoints.
Cybercriminals have capitalized on this opportunity, too, with overall ransomware attacks rising 195% in
Q1 2021, while those against individuals fell 33%. Malicious hackers now prefer to attack businesses with
growing OT vulnerabilities over consumers.
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RISINg Payouts

Opportunity alone isn't the only driving factor behind the rise in OT ransomware attacks. As companies
collect and process more data through their OT, they have more to lose from these incidents.
Consequently, the criminals that initiate them have more to gain, emboldening them to demand
higher payouts from their victims.

Considering the severity of an OT attack, companies may be more willing to pay these ransoms than
usual. If a malicious hacker uses ransomware to disable a critical piece of machinery, they could halt a
facility’s operations entirely. The company would lose a considerable amount of money every minute
before regaining control, thus making the ransom seem like a less expensive option.
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HIgn Potential for Destruction

Not all cybercriminals operate merely to make money, and OT ransomware attacks can serve these
criminals, too. One of the most concerning aspects of attacks against OT is their potential for
destruction. As more critical infrastructure features loT connectivity, a malicious hacker could cripple
crucial utility systems through ransomware, leaving governments and their citizens defenseless.

The recent Colonial Pipeline hack highlights the potential these attacks have for widespread disruption.
After cybercriminals locked Colonial’s data for a $5 million ransom, the ensuing shutdown spurred a
short-lived but troubling fuel crisis. Gas prices jumped, and some airlines had to make fuel stops during
long-haul flights.

Causing a similar level of damage through an IT attack would be far more challenging, likely requiring a
larger, more sophisticated attack. This destructive potential makes OT ransomware attacks an enticing
option for cyber-terrorists or enemy state-sponsored hackers. Consequently, these attacks have risen
and might continue into the future.
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Abundant Vulnerapilities

If nothing else, ransomware attacks on OT are increasing because OT rarely features sufficient
cybersecurity. IT attacks can still be successful and profitable, but they require increasingly
sophisticated methods as companies practice better cyber hygiene. OT attacks, on the other hand,
are often easier to enact since organizations tend to overlook OT cybersecurity.

Most loT devices feature minimal built-in security architecture, and much of it is optional, requiring user
action to activate. Since cyberattacks against OT aren't historically a threat, many organizations forget
to enable the few safety features they have. Consequently, IoT connectivity makes OT a relatively easy

target for cybercriminals.

The rise of the lloT also brings cybersecurity risks to industries that don't typically face them. Since
companies in sectors like manufacturing or utilities haven't had to defend against ransomware in the
past, they may be unequipped to prevent an infection. As a result, even an inexperienced attacker
could infiltrate an organization’s system and demand a ransom.

These steps will help critical infrastructure owners and operators improve their entity's functional
resilience by reducing their vulnerability to ransomware and the risk of severe business degradation
if affected by ransomware:

PREPARE

o Determine your critical operational processes’ reliance on key IT infrastructure - Maintain a
current asset inventory to assist in determining components and devices that support your
operational processes, Understand and evaluate cyber risk on “as-operated” OT assets and
Create an accurate “‘as-operated” OT network map and identify OT and IT network
inter-dependencies.

o lIdentify aresilience plan that addresses how to operate if you lose access to or control of the IT
and/or OT environment - Plan for how to continue operations if a control system is
malfunctioning, inoperative, or actively acting contrary to the safe and reliable operation of the
process and Develop workarounds or manual controls to ensure ICS networks can be isolated if
the connection to a compromised IT environment creates risk to the safe and reliable operation
of OT processes.

o0 Exercise your incident response plan - Regularly test manual controls so that critical functions
can be kept running if OT networks need to be taken offline.

o Implement regular data backup procedures on both IT and OT networks - Regularly test backup
procedures and Ensure that backups are isolated from network connections that could enable
the spread of ransomware.
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MITIGATE

o Practice good cyber hygiene - Update software, including operating systems, applications, and
firmware, on IT network assets, in a timely manner, Implement application allow listing, Ensure
user and process accounts are limited through account use policies, user account control, and
privileged account management, Require multi-factor authentication for access to OT and IT
networks and Enable strong spam filters to prevent phishing emails from reaching end users.

o Implement and ensure robust network segmentation between IT and OT networks.

o Implement a continuous and vigilant system monitoring program.

RESPOND
o Determine which systems were impacted and immediately isolate them

o If and only if you are unable to disconnect devices from the network, power them down to avoid
further spread of the ransomware infection.

o Triage impacted systems for restoration and recovery

o Confer with your team to develop and document an initial understanding of what has occurred
based on initial analysis

o Engage your internal and external teams and stakeholders with an understanding of what they
can provide to help you mitigate, respond to, and recover from the incident

Conclusion

As Industry 4.0 keeps growing, the lines between IT and OT security are starting to blur. While
operational technology may not be an immediately recognizable aspect of cybersecurity, it's a crucial
one. Businesses must secure their OT if they hope to avoid costly attacks.

While the lloT brings many benefits, it also introduces new risks like OT ransomware attacks. If
companies hope to make the most of these technologies, they must secure them first.
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